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Abstract

We address the problem of detecting the presence of hidden messages in audio. The detector is based on the characteristics of the
denoised residuals of the audio file, which may consist of a mixture of speech and music data. A set of generalized moments of the
audio signal is measured in terms of objective and perceptual quality measures. The detector discriminates between cover and stego
files using a selected subset of features and an SVM classifier. The proposed scheme achieves on the average 88% discrimination
performance on individual steganographic algorithms and 98.5% on individual watermarking algorithms. Between 75 and 90%
discrimination performance is achieved in universal tests. Correct detection performance for individual embedding algorithms is
roughly 90% when the detector can encounter any one in an ensemble of different embedding algorithms.
© 2006 Published by Elsevier Inc.
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1. Introduction

Information hiding in digital audio can be used for such diverse applications as proof of ownership, authentication,
integrity, secret communication, broadcast monitoring, and event annotation. There are two well-known special cases
of information hiding—digital watermarking and steganography.

In digital watermarking, the embedded signal depends on a secret key as the threat model includes a malicious
adversary who will try to remove or invalidate the watermark. In the watermarking context we always assume that the
adversary knows that the content is watermarked and, in principle, also knows the exact technique used for watermark-
ing. The only thing she does not know is the secret key, which, for example, can be used to disperse the watermark
locations in an image. In steganography, on the other hand, the focus is secret communication. The adversary does not
and should not know that there is a secret message embedded in the content.
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In fact, the modern formulation of steganography also goes by the name of the prisoner’s problem. Here Alice and
Bob are in prison, and a warden, Wendy, who will punish them at the first hint of any suspicious communication,
examines all communication between them. Hence, Alice and Bob must trade seemingly inconspicuous messages that
actually contain hidden messages. Specifically, in the general model for steganography, we have Alice wishing to send
a secret message m to Bob. In order to do so, she “embeds” m into a cover-object c, to obtain the stego-object s. The
stego-object s is then sent through the public channel.

There are two versions of the problem that are usually discussed—one where the warden is passive, and only
observes messages, and the other where the warden is active and modifies messages in a limited manner to guard
against hidden messages. Nevertheless, in either scenario, the most important issue in steganography is that the very
presence of a hidden message must be concealed. In this context, “steganalysis” refers to the body of techniques that
are designed to distinguish between cover-objects and stego-objects. Recently there have been a number of studies for
detection of hidden message in images [1-6], but there are relatively very few papers on audio steganalysis [3,7,8].
Wesfeld and Pfitzmann proposed a steganalysis method [3] only for LSB based steganographic methods. In another
study, Westfeld [8] addressed specifically the steganalysis of MP3 stega algorithm.

The underlying basis of most steganalysis techniques is that hidden messages leave statistical fingerprints on the
cover object. In other words, stego-objects, though in principle perceptually very similar to cover objects, are assumed
to be statistically distinguishable. Note that this is true irrespective of the specific algorithm used for embedding.
A steganalysis technique that does not make any assumptions about the steganographic algorithm that it is trying to
detect, is called a universal steganalysis technique.

In this paper, we propose a universal steganalysis scheme for audio data. In other words, we develop a technique
that can distinguish between cover-objects and stego-objects, differentiating between “clear” audio data that do not
contain any secret message and the ones that do carry a secret message. The proposed algorithm functions without
any knowledge about the embedding technique used. One can also envision functions to this scheme other than ste-
ganalysis. For example, a web crawler that is looking for watermarked content can use it as a preprocessing stage
to be followed by watermark extraction and decoding operations. However, the focus of this work is steganography
and steganalysis and hence we concentrate solely on universal techniques. We do use watermarking techniques in our
experiments as these can be viewed as active warden steganography techniques.

Among the few steganographic algorithms in the literature, one can quote the LSB embedding applied directly to
audio samples [9] or, alternatively, to its transform coefficients [10,11]. Among the plethora of audio watermarking
methods, one can mention the spread-spectrum techniques in the time or in an appropriate transform domain, as well
as echo hiding, frequency hopping, and phase coding [12,13]. Spread-spectrum techniques add scaled and spread ver-
sion of the message into the cover object directly in the time or frequency domain, possibly with perceptual weighting
in order to guarantee inaudibility. In the frequency hopping method, the spread message bits are added to spectral co-
efficients in some random order. In echo hiding technique, scaled and delayed version of the cover object is embedded
into cover object itself, where the amount of delay codes the information. Phase coding uses insensitivity of the human
ear to the phase of the signal and it modulates the phase according to the embedding message. The steganalyzer we
design is expected to be operative under any of these embedding methods.

The paper is organized as follows: In Section 2, the proposed audio steganalysis method is presented and its
capability discussed. The features used for audio steganalysis as well as the feature selection scheme are discussed in
Section 3. The results of extensive experiments conducted on both audio and speech signals are given in Section 4.
Finally, conclusions are drawn in Section 5.

2. Audio steganalysis method

Data hiding techniques can be modeled as an additive noise process in the time or frequency domain. More specif-
ically, consider the cover and stego signals x(¢) and y(t), respectively, then their difference, z(¢) = y(¢) — x(¢), is an
additive noise component, and the expression for the stego-signal becomes y(¢) = x(¢) + z(¢). Notice that this is true,
whether the embedding technique is cover-signal independent (as in spread-spectrum methods) or z(#) is cover-signal
dependent (as, for example, echo hiding). In general, a noise removal procedure applied on the stego-signal can sepa-
rate the cover signal from its embedded part. While the denoised signal would correspond to the original cover object,
the difference between the input and output of the denoiser, “the removed disturbance” should be an estimate of the
embedded signal. We note that the denoiser will yield a residual for any input signal, whether that signal contains
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Fig. 1. Block diagram of the steganalysis method.

a hidden message or not. The idea of steganalysis lies on the conjecture that the denoising residual for cover audio
signals differs statistically from that of the stego audio signals, on the basis of which the classifier is built.

The cover signal can be estimated by some denoising technique, such as wavelet shrinkage [14], independent
component analysis (ICA) method, etc. [15], or, provided an appropriate probability model is available, by a decision-
theoretic method such as maximum likelihood, maximum a posteriori estimate [16]. Our comparative study has
shown that wavelet-based denoising, proposed by Donoho and Johnstone [14] actually works best. This wavelet-
based denoising decomposes the given signal into its wavelet components, applies soft thresholding to the transform
coefficients, and finally reconstructs the signal by inverse wavelet transform. We have used six-tap Daubechy fil-
ters and the maximum number of decomposition levels for wavelet transforming signal frames of 60 ms duration. The
wavelet components, except for the coarsest level (low-pass components), are subjected to soft thresholding according
to the formula y’ = sign(y)u[|y| — threshold], where sign(.) is the signum function and u(.) is the unit step function.
The threshold value is calculated as a scaled version of the mean absolute difference (MAD) of the estimated noise.
In other words, we use the formula threshold = C x MAD, where C = 3 and MAD is the noise estimate given by the
mean absolute deviation. It is estimated as the median of the absolute values of the processed coefficients.

An overview of the proposed steganalyzer is presented in Fig. 1. The first block estimates and removes the cover
signal by a denoising algorithm, yielding an estimate of the possibly present hidden message signal. The second block
extracts statistical features in order to discriminate between estimated embedded signals and spurious signals when a
non-embedded signal is input to the denoiser. In the training stage, a subset of best discriminatory features is selected
based on some scheme, such as analysis of variance (ANOVA) [17] and sequential forward floating search (SFES)
[18]. Finally, a two-class classifier, using the selected features, discriminates the test signal into stego- or cover signal
classes. The algorithm is trained using various known data hiding algorithms and on several cover and stego-signals,
then tested on unseen signals.

3. Features for steganalysis

To construct a set of features to discriminate between stego and cover signals, we resort to various speech and
audio quality measures. We remark that each of these statistical speech/audio distance metrics is considered simply as
a functional that converts an input signal into a measure that purportedly is sensitive to message embedding operations.
The input to each functional is the denoised residual of the test signal.

While audio quality metrics have been developed in the literature for quality assessment of speech/audio signals,
and to measure coding artifacts, in the steganalysis context, they are exploited solely to reveal the presence of hidden
messages by measuring the statistical artifacts caused by such messages. In fact, audio distance or distortion measures
can be interpreted as generalized moments of the test signal. In principle, it would be desirable to design test statistics
geared just for steganalysis, perhaps by some sort of reverse engineering of the message embedding algorithm, as in
[39]. However, the large variety of message-embedding techniques and the different modalities they use preclude the
formulation of such measures, so that we revert to more universal distortion-based features. Among these features, we
select a proper subset that achieves highest detection rate for a large variety of embedding methods and embedding
strengths.

As an example, the discriminative potential of a selected subset of these features is illustrated in Fig. 2. Four of
these distance metrics, namely perceptual audio quality measure (PAQM) [30], spectral phase distortion (SPD) [23],
log-likelihood ratio (LLR) [24,25] and log-area ratio (LAR) [22], are computed for both a denoised stego-signal and
the denoised cover-signal—the version of the signal that does not contain any embedded message. The plots in Fig. 2
have the sole purpose of illustrating the fact the measures considered do in fact differ between documents that contain
hidden messages from those that do not contain. From the distance metrics, which are normalized to 1, it can be
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Fig. 2. Four distance metrics calculated from 100 utterances, the dotted lines are distance measures evaluated from stego-objects and the solid lines
are from the cover objects. The abscissa denotes the index of utterances.

observed that the stego-signals and cover signals yield distinct scores over a string of utterances, as indexed by the
abscissa.

3.1. Description of features

Table 1 summarizes the audio distortion measure used in the steganalysis, categorized into three groups of time-
domain measures, frequency-domain measures and perceptual measures. The original signal (the cover document) is
denoted as x(i), i =1, ..., N, while the distorted signal (the stego-document) as y(i), i = 1,..., N. The signal is
segmented into frames of length K and the quality measures are first calculated over the K-sample segments, and
then averaged over all M segments (note that N = K x M). The segment sizes vary between 20 and 100 ms; hence
the segments contain K = 320 to 1600 samples. This range was determined to yield a good solution on the basis of
exhaustive search.

For a generic distortion measure D, the measure is computed by weighted averaging over the M audio segments.
Thus the mth segment, D(m), encompasses the samples mK <i < (m+ 1)K, m =0, ..., M — 1. Then the segmental
distortion measures, D(m), are averaged over the whole audio record, that is
3o w(m) D(m)

Yo w(m)
where M is the total number of frames, and w(m) is a weight associated with the mth frame. The weighting could,
for example, be the energy in the reference frame. The frame durations were established experimentally to yield best
classification performance individually per feature. The frame sizes for the individual measures are: BSD: 60 ms, CD:
20 ms, COSH: 100 ms, CZD: 40 ms, EMBSD: 20 ms, IS: 100 ms, LAR: 60 ms, LLR: 60 ms, MBSD: 80 ms, MNB1:
60 ms, MNB2: 60 ms, PAQM: 32 ms, PSQM: 32 ms, SNRseg: 20 ms, SPD: 40 ms, SPM: 20 ms, STFRT: 60 ms,
WSS: 40 ms. In the distortion measures in Table 1, the expression for only the segmental distortion will be given, and
the weighed averaging will be implicitly assumed.

More details about the metrics given in Table 1 can be found in [43] where we use the following notation for
the signal x: the magnitude spectrum, S, (w); the phase spectrum, 6, (w); the autocorrelation matrix, Ry ; the linear
prediction coefficients, a, (k); the autocorrelation model of autoregressive modeling (10th-order all-pole model) was

D=
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The audio distortion measures tested for the design of the steganalyzer

Acronym Audio distortion measures
Perceptual-domain measures
C
BSD Bark spectral distortion is BSD = Z[Bx (i) — By (i)]z, C is the number of critical bands
extended by using 25 critical i=1
bands covering up to 15.5 kHz
C
MBSD Modified Bark spectral MBSD = Z M(i)‘Sx (i) — Sy(i)|, where M (i) is 1 if the difference of Bark
distortion [28] k=1
bands i exceed a preset threshold, Th(i), and zero otherwise
15
EMBSD Enhanced modified bark MBSD = Y “max({|Sx (i) — Sy ()| — Th(i), 0}|Sx (i) — Sy ()|
spectral distortion [29] i=l
PSQM Perceptual speech quality Optimized for human auditory system for speech
measure [30]
PAQM Perceptual audio quality Optimized for human auditory system for audio
measure [26]
MNBI1 Measuring normalizing Based on cognition module for estimating speech distortion (computed through
MNB2 block 1, measuring different time—frequency structures)
normalizing block 2 [34]
36
. 2
WSS Weighted slope spectral WSSD =Y " wh{[X(k+ 1) = X()] - [Y(k+ 1) = Y ()]}
distance [32,33] k=1
Frequency-domain measures
TR
. . ay Kyay
LLR Log-likelihood ratio [24,25] LLR = log(T—')
ay Ryay
LAR Log-area ratio [22] Based on PARCOR (partial correlation) coefficients
b g
Y X d
ISD Itakura—Saito distance [40] IS = / log ﬂ + M —1 aw
X (w) Y (w) 2w
7T
T
. 1/ Y(w) Xw) dw
COSH COSH distance [41] COSH = |+ —])-1—
2\ X(w)  Y(w) 2
—IT
(symmetric version of the Itakura—Saito distance)
L 172
. 2 2
CD Cepstral distance [26] [[cx 0) —cy (0] +2 Z [ex (k) — cy (0)] }
k=1
STFRT Short-time Fourier—-Radon R(p,0)= / / S(t,w)d(rcosb + w sinh — p)dtdw
transform distance Xy
(some details given in Appendix A)
K
1
SPD Spectral phase distortion [23] SPD = — > [x(w) 6y )|
w=1
1 K K
SPM Spectral phase-magnitude SPM = e (x Z |6x (w) — ey(w)\2 + 1= Z [IX )| — |Y(w)||2>,
distortion [23] w=1 w=1
A =0.025
Time-domain measures
. PR SIO)
SNR Signal-to-noise ratio SNR = 10log; NF—Z
=1 (@) — y(@)
M—1 Km+K—-1 _2,.
10 P x“(i
SNRseg Segmental signal-to-noise ratio SNRseg = — Z logo sz_'l_;lf '1” - @ —
22] Mo 2 Xk, @@=y
K—1
CZD Czenakowski distance [23]

1 ~ 2min(x(), y(i)
C_KZ<1 x(@) + y(@) )

i=0
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Table 2
The discriminatory features selected, per embedding method by the SFFS method when the (SVM method is used for classification (S denotes
feature selected for speech, A for audio, and S&A for both audio and speech)

Methods SNR SNRs LLR LAR COSH CDM ISD BSD MBSD EBSD WSSD PAQM PSQM MNB1 MNB2 CZD SP SPM STFRT
DSSS S A A S&A A
FHSS S A S A S A
ECHO S&A A A A A A A A S
DCTwHAS S&A S&A A S S A S A A S S

STEGA A A S&A S
STOOLS S S&A S S&A A N A
StegHide S S A S&A S A
Hide4PGP S&A S S&A S A

Watermarking S&A S&A S S&A A S S S A A
Steganographic S A S A S&A A

used to find the filter coefficient [22]; the cepstral coefficients, ¢y (k); the Bark spectrum, B, (i), and the short-time
Fourier spectrum, S, (7, @'). Similarly, for the stego-signal, we use the notation Sy (w), 8y (@), Ry, ay(k), cy(k), By (i),
and Sy (t, @). C is the number of critical bands.

3.2. Selection of features

For feature selection purposes we have used two approaches, which are analysis of variance (ANOVA) [17] and
sequential forward floating search method (SFFS) [18,19], each coupled with two classification methods, namely
linear regression (LR) and support vector machines (SVM). After having tried all the four combinations of ANOVA-
LR, ANOVA-SVM, SFFS-LR, and SFFS-SVM, we found out that the features chosen with the SFFS approach coupled
with the SVM classifier proved to be superior.

The SFFS method analyzes the features in ensembles and goes through cycles of elimination of redundant ones
and enrollment of new ones. Pudil [18] claims that the best feature set is constructed by adding to and/or by removing
from current set of features until there no more performance improvement is possible. The SFFS procedure can be
described as follows:

1. Choose the best two features from the initial set of K features, which is the pair yielding the best classification
result.

2. Add the most significant feature from the remaining ones, where the selection is made on the basis of the feature
that contributes most to the classification result when all together are considered.

3. Determine the least significant feature from the selected set by conditionally removing features one-by-one;
checking if the removal of any one improves or reduces the classification result: if it improves, remove this
feature and go to step 3, else do not remove this feature and go to step 2.

4. Stop when the number of selected features equals the number of features required; otherwise go to step 2.

The chosen features are shown in Table 2. In addition, we performed SFFS tests, as also given in Table 2, for the
ensemble of watermarking and steganographic techniques, in other words, when the signal could have been marked by
any of the four watermarking methods or by any of the four steganographic methods considered in this work. Several
observations are in order:

e Passive warden techniques necessitate fewer features as compared to active warden techniques.

e Speech signals use a smaller number of features as compared to audio segments.

e The features in most demand are LAR (log area ratio), LLR (log likelihood ratio), ISD (Itakura—Saito distance),
PAQM (perceptual audio quality measure), and SPD (spectral phase distortion), as they have been selected most
frequently across the embedding techniques. On the hand, the features in least demand are time-domain measures,
in addition to PSQM and WSSD [21,27,31].

e The presence of some of the features can be interpreted as follows: LLR, LAR, and ISD features are also the
favored features for speech recognition. PAQM feature is already the most prominent feature for speech quality
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measurement in coding experiments [38]. As for the SPD spectral-phase feature, it captures waveform phase
perturbations due to embedding while the others, like ISD, LAR, LLR, and PAQM are concentrating on the
spectral magnitude properties.

4. Experimental results

We performed steganalysis experiments over eight different algorithms, four of which were watermarking tech-
niques and remaining four were steganographic techniques. The watermarking techniques used were direct-sequence
spread spectrum (DSSS) [11], frequency hopping with spread spectrum (FHSS) [12], frequency masking technique
with DCT (DCTwHAS) [12], and echo watermarking [11]. For all of these watermarking techniques the data em-
bedding strength is chosen just below the perceptual threshold. Notice that some watermarking techniques, such as
echo hiding and frequency masking techniques (e.g., DCTWHAS watermarking), end up in significantly higher mean-
square distortion as compared to the DSSS, although their subjective qualities are identical. To determine the objective
distortion we use the signal-to-watermark ratio, which is defined as

XX
T Y (x(m) — y(n)?

Moreover we adjusted the embedding strength based on a perceptual evaluation based measure, PAQM. PAQM is
known to correlate well with the mean opinion score [30], which is the most common subjective quality measure.
Consequently, for embedding strengths that result in distortions just below the audible level, in other words for the
PAQM value of 0.035, the resulting SWR figure are: DSSS: 38 dB, FHSS: 34 dB, DCTwHAS: 20 dB, ECHO: 18 dB.

The steganographic methods we used are Steganos Security Suite 4.13 [10], S-Tools v4.0 [9], StegHide v0.5.1
[36], and Hide4PGP v2.0 [37]. These tools were selected on the basis of being popular methods and also with readily
available software. In the first three parts of the experiments, the highest allowed capacity was embedded into the
cover signal. In the last experiment, the tests were done with highest allowed capacity and half of this rate, in order to
assess the effect of embedding rate.

The OSU_SVM Matlab toolbox [35] was used for SVM classifier, which employed radial basis functions as kernel
type. The parameters C and gamma were optimized by exhaustive search to be 100 and 4, respectively. They were
chosen to yield a 1.0% false-positive rate.

The algorithm was tested separately for three sets of data, which were speech, pure instrumental audio and music
records, in addition to the ensemble of these sources. The speech segments have durations of three to four seconds,
sampled at 16 kHz, and recorded in acoustically shielded medium. In the audio repertoire, three different instrumental
sources and three different song records are used. The instrumental records are obtained from sound quality assessment
material (SQAM) [20]. The music records are taken from the songs of famous music groups U2, and Rolling Stones.
The songs are ‘One’ (a slow song), ‘Even Better than the Real Thing’ of U2, and ‘Paint It, Black’ of Rolling Stones.
The audio records (songs and instrumentals) are downsampled from their 44.1 kHz version to 16 kHz to have the same
sampling rate as speech. Furthermore they are separated into 5-s long segments, and half of them are used for training
and the remaining half for testing. One advantage of splitting a long audio object into smaller segments is that, it
enables us to pursue sequential testing and accumulation of scores (cover object versus stego object likelihoods) over
the segments of the same record. In other words we can implement decision fusion over the 5-s segments. There are
overall 200 speech record, 180 instrumental excerpts and 284 music excerpts. In all experiments the experimental
procedure consisted of embedding messages to all available cover signals, randomly selecting half of the set of the
stego and cover signals for training, leaving the other 50% for testing phase.

SWR

4.1. Design of experiments

Simulation experiments were designed and conducted with the following goals in mind:

(a) Determine the best combination of feature selection (ANOVA, SFFS) and signal classification (LR, SVM) meth-
ods.
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(b) Determine the detection performance for individual embedding methods as well as in their ensembles, and find the
performance differential as one moves from a non-universal (specialized for single known method) to a universal
method (trained multiple methods of embedding).

(c) Determine the dependence on the cover material, that is, speech and audio as well as on the genre of audio.

(d) Determine the effect on the performance of the strength of embedding in the case of watermarking techniques and
of the capacity used in the case of steganographic techniques.

4.2. The feature selection and detection methods

As mentioned in Section 3.2 we have considered the four combinations afforded by the two feature-selection and
two detection methods. It has been observed that, in the overwhelming number of cases the SFFS feature selection
method is superior to the ANOVA method, independently of whether linear regression or SVM classifier is used, and
independently of whether speech or music material is used. Table 3 displays the results only for speech data, while
quite similar results have been obtained with music. Therefore, for the classification results presented in the sequel,
e.g., experiments with heterogeneous data, only SVM classification results are given.

4.3. The performance of the steganalyzer for single and multiple embedding methods

We investigate the performance differential between the cases when the steganalyzer is trained for single known
method and the universal case where multiple methods of embedding are involved. The scores for the individual
methods were given in Table 3. In Table 4 we give the average of the individual scores, and compare them with the
detection scores of detectors trained for the pool of steganographic and watermarking methods separately and also
together. As can be expected, the success rate is somewhat lower for the universal case. Here also the tests done with
speech data are given. Similar performance variation occurs for other types of data.

4.3.1. Homogeneous methods (individual methods)
The experimental results for individual steganographic embedding algorithms indicate that the average success
rate is 87.8%. For watermarking methods, however, the success rate is 98.5%. The steganographic methods StegHide

Table 3
The probability of misdetection (PM), and probability false alarm (PF) for individual methods, with two distinct classifier and two distinct feature
selection methods

Methods LR classifier SVM classifier
ANOVA features SFFS features ANOVA features SFFS features
PM PF PM PF PM PF PM PF
DSSS 0 0 0 0 0 0 0 0
FHSS 4 0 0 0 2 0 0 0
ECHO 0 0 0 0 0 0 0 0
DCTwHAS 16 8 8 6 20 12 10 2
STEGA 10 0 8 0 2 2 2 0
STOOLS 8 12 4 6 6 6 4 6
STEGHIDE 22 32 18 26 22 30 16 22
HIDE4PGP 24 32 22 28 22 32 20 28
Table 4
Dependence of the performance of steganalyzer on the pooling of methods: comparison of the universal and the individual cases
Assembling of methods Average of the scores of Universal scores
individual methods
PM PF PM PF
Watermarking methods 2.5 0.5 5.0 9.0
Steganographic methods 10.5 14 12.0 15.5

Watermarking and steganographic methods 6.5 7.25 18.2 20.3




H. Ozer et al. / Digital Signal Processing eee (seee) see—see 9

and Hide4PGP, have relatively lowest success rates (83 and 76%, respectively). Among the watermarking methods
the DCTwWHAS has the lowest success rate (96%), possibly due to the fact that the method uses frequency masking
according to human auditory system, making it hard to track.

4.3.2. Heterogeneous active methods vs heterogeneous passive methods (semi-universal)

The ensemble of watermarking and the ensemble of steganographic methods are first pooled separately. In other
words, the receiver does not know with which of the steganographic (or watermarking) methods the audio document
is marked with, nor if any embedding at all has taken place. The average performance of steganographic methods is
86.3% as presented in Table 4. When the ensemble of watermarking methods is tested, the success rate is 93%.

4.3.3. Heterogeneous methods (universal)

Also the steganalyzer is designed to the detect the steganographic content, we tested with all eight steganographic
and watermarking content together in order to give the scope of the detection performance. When all the watermarking
and steganographic methods are tested together, the score drops down to 80.63%, a lower but still useful detection
performance. In Fig. 3, the success rates are presented in a chart graphic of individual methods and of their ensembles.

4.4. The dependence of the steganalyzer on the cover material

We investigated the performance dependence of the steganalyzer on the type of document in which data hiding
takes place, that is, speech and audio. Table 5 presents comparatively the steganalysis performances for different
sources (speech, bass, soprano, rock, etc.).

Simulation experiments indicate that the average success rates for the speech utterances is 93.1%, for pure in-
strumental records it is 95.3%, and for song records is 82.7%. It can be observed that the detection performance for
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Fig. 3. Bar charts of the correct detection performance of the steganalyzer.
Table 5
Dependence of the performance of steganalyzer on audio content
Methods Speech records Pure instrument records Music records
PM PF PM PF PM PF
DSSS 0.0 0.0 0.0 4.4 9.8 14.1
FHSS 0.0 0.0 0.0 44 1.4 2.8
ECHO 0.0 0.0 13.3 4.4 16.9 20.1
DCTwHAS 10.0 2.0 6.7 6.7 29.5 16.9
STEGA 2.0 0.0 0.0 0.0 12.6 14.1
STOOLS 4.0 6.0 2.2 44 26.8 22.5
STEGHIDE 16.0 22.0 6.7 8.9 26.7 26.7
HIDE4PGP 20.0 28.0 6.7 6.7 16.9 19.7

Ensemble 18.2 20.3 20.2 22.3 26.2 24.9
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song data, based on the 5-s segments observations, decreases somewhat. This drop could possibly be due to features
selected only using solo instrumental and speech training data. However, these scores can be improved by decision
fusion over consecutive segments. The above experiments also include investigation on the effects of audio genre,
which is yet preliminary since few different audio sources have been employed. The indication is that the ensemble
detector is most successful with speech source, followed by pure instruments and then by complex music.

4.5. Effect of the embedding strength and of the steganographic capacity

Finally we set experiments to determine the dependence of the performance upon the size of the hidden data. The
steganographic methods are tested with two distinct embedding rates. In one case, 100% of the allowed capacity is
used for embedding; in the other case 50% of the allowed capacity is used. Table 6b shows that the success rates
do not vary significantly between 100 and 50% capacity usages in the case of Steganos, StegHide, and Hide4PGP
methods. However, the success rate drops noticeably in the case of S-tools. Similar results have been reported by the
method of Westfeld and Pfitzmann [3], which starts failing when less than 99.5% of the capacity is employed. The
plot of average detection performance of the S-tools method versus percentage of used capacity is given in Fig. 4b.
Note that in Table 6 we have taken 100 records for the tests, and therefore the actual percentages appear as integers.
We have opted to give in Table 6 only results for speech, since the deterioration of detection is commensurate in the
case of pure instruments and of complex music. Finally the slight performance differential between speech and pure
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Fig. 4. (a) Dependence of steganalysis performance on the DSSS watermarking strength. (b) Dependence of steganalysis performance on the
embedding capacity of the S-tools steganographic method.

Table 6
The results of experiments to determine the impact of (a) embedding strength in active methods, (b) of capacity usage in passive methods
Methods 20 dB SWR 30 dB SWR 40 dB SWR 100% of allowed 50% of allowed
capacity capacity

PM PF PM PF PM PF PM PF PM PF
(a) Active
DSSS 0.0 0.0 0.0 2.0 10.0 26.0
FHSS 0.0 0.0 0.0 0.0 4.0 8.0
ECHO 8.0 14.0 16.0 26.0 24.0 44.0
DCTwHAS 9.0 14.0 16.02 26.0 36.0 44.0
(b) Passive
STEGA 2.0 0.0 0.0 0.0
STOOLS 4.0 6.0 20.0 22.0
STEGHIDE 16.0 22.0 20.0 30.0

HIDE4PGP 20.0 28.0 24.0 30.0
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instruments can be explained based on the fact that data embedding causes a larger distortion in the latter signal,
leading to somewhat easier detectability.

For watermarking methods we vary the embedding strength to perform similar experiments as above. The signal
to watermark ratio (SWR) is allowed to vary between 20 and 40 dB. It is known that the perceptual threshold is at
about 36 dB when Gaussian noise is added. On the other hand, with the Echo and DCTwHAS watermarking methods,
a much stronger watermark can be embedded and yet the distortion remains below the perception threshold. In the
first method, the presence of a short delay echo is not disturbing, while in the DCTwWHAS case the higher frequencies
where the watermark have higher masking effect are not perceived. The results are reported in Table 6a where it is
shown that the steganalyzer works well for the DSSS and FHSS methods over a large SWR interval. For the Echo
and DCTwHAS methods the SWR must be around the 20 dB, which is still inaudible. The plot of average detection
performance of the DSSS method versus embedding strength, measured in terms of the signal to watermark ratio, is
given in Fig. 4a.

We also investigated the MP3Stego algorithm [42]. This steganographic algorithm is different than other methods
in that once decoded, the stego-message is removed from the .wav file, as compared to other schemes where the stego-
message persists within the audio file. We conjectured, however, that the compression styles of the same audio file
with and without a message embedded would differ. We therefore considered the compressed-and-uncompressed .wav
files with the applications of MP3Stego and of 8 Hz MP3 (which is the used compression technique in MP3Stego)
and extracted discriminatory features. The compression rate was 128 Kb/s. We found out that, even in this case, we
were capable of detecting the presence of MP3Stego, albeit with a lower performance. The performance figures were
PM: 16% and PF: 34%. Another interesting result was that there was not much of a detection performance differential
between the two cover materials, that is, music or speech.

5. Conclusions

We have presented an audio steganalysis algorithm based on the generalized moments of the denoising residuals of
speech and audio signals. The denoising residual is intended as an estimate of the potentially embedded signal. The
generalized moments are obtained via selected speech and audio quality measures. These features are selected via
the sequential forward floating search method on the basis of yielding the best detection results. Both passive-warden
methods (steganography) and active-warden methods (watermarking) are investigated.

If the steganographic embedding method is known ahead, the steganalyzer yields an average success rate between
80 and 90%. With active warden techniques (watermarking) detection success is between 90 and 95%. More realisti-
cally the embedding method would not be known. If the embedding method can be guessed to be of the steganographic
or watermarking variety, the respective scores become 86 and 93%. Finally, in the absence of any knowledge, that is
if we are uncertain which of the eight watermarking or steganographic methods has been used, the correct detection
probability becomes 80.6%. Some content dependency has been observed; in fact, the steganalyzer is more successful
with speech cover material as compared to the tested music varieties. Finally, there is a critical threshold below which
strength steganalysis of watermarking methods and below which capacity steganalysis of steganographic method is
not possible.

We have presented the results of a universal audio steganalysis techniques, where the volume of embedded data
was proportional to the file size. Another universal steganalyzer is presented in [7], where the volume of data is
given in absolute terms. The results are encouraging but still need considerable improvement. Universal steganalysis
techniques for example have been reported with higher performance than what we report here with audio. However, we
believe that significant improvements in audio steganalysis can be achieved with feature selection targeted at artifacts
caused by steganographic embedding. Our future work will focus on identifying such features. Further, methods to
estimate original signal statistics need to be developed to make the steganalysis technique content independent.

Appendix A. Short-time Fourier-Radon transform measure (STFRT)

Given a short time Fourier transform (STFT) of a signal, its time projection gives us the magnitude spectrum while
its frequency projection yields the magnitude of the signal itself. More generally, we can obtain the Radon transform
of the STFT mass. We define the mean-square distance of Radon transforms of the STFT of two signals as a new
objective audio distortion measure.
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Recall that the Radon transform of a bivariate function f(x, y) is defined as the projection of the mass along a line
defined by its distance p from the origin and by its angle of inclination 6,

R(p,@):/ f(x,y)6(xcosO + ysinf — p)dxdy,
Xy
where the delta function constrains integration only over the line. The range of 6 is between 0 and . In our experi-
ments, projections on 90 different § angles were used with a resolution of 2 degrees. The range of p is chosen 1 to the
hypotenuse distance of STFT matrix. By computing the Radon transform of the STFT of the signal we get different
views of evolutionary spectrum. The disturbance caused by message hiding in the signal causes changes in the STFT,
which can be monitored by the Radon transform.
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